Abstract-Millions of people are able to exchange information over phones, computers, tablets, and an array of new interconnected devices such as sensors, cameras, home appliances and others are increasingly becoming networked. At the core of this sizeable interconnection is a set of underlying protocols that enable millions of devices to seamlessly talk to each other. Aviation, as many other industries have, utilizes the internet protocol for ground-to-ground network communications and efforts are underway to bring it to the cockpit. 
I. INTRODUCTION
The use of communications for air navigation dates back to the late 1920s where air traffic controllers utilized flags of different colors to control takeoffs and landings. In the early 1930s, the Cleveland, Ohio airport was the first to use radio transmissions for Air Traffic Control (ATC). Controllers used transmitters with a range of 15 miles to issue instructions and provide weather reports. The growth in aviation traffic required development of traffic management procedures and increased infrastructure deployment of radio systems. Initially, voice radios had a channel bandwidth of 200 KHz and due to spectrum demands, channel bandwidth has been reduced from 100 KHz to 50 KHz and in 1974 the Federal Aviation Administration introduced the 25 KHz channel bandwidth. Recent increases in air traffic volume has required additional channel bandwidth reductions and today Europe is utilizing 8.33 MHz channels.
The increased ATC complexity gave rise to new requirements for information exchange between stakeholders. Voice communications among air traffic controllers, aircraft and airlines experienced significant growth and by the 1970 the U.S. air traffic ground system was interconnected utilizing point to point analog telecommunications services. In the late 1970s, implementation of datalink system developed by ARINC provided digital connectivity services between commercial aircraft and airlines. The ARINC system proved to be very effective over the years and continues to deliver data to aircraft today.
The evolution and modernization of the global air traffic system requires digital information exchange and networked communications to deliver new capabilities. Digital technologies on board the aircraft and advanced ground automation systems perform critical navigation and traffic management functions that enable increased capacity and efficiency while maintaining or improving safety. Air-ground communications services using terrestrial and satellite systems have increased the number of options for information exchange and in today's environment, aircraft can be reached anywhere in the world.
To meet the increasing needs for critical information exchange over multiple links between air and ground networks, organizations in U.S. and Europe are developing standards to enable secure information exchange over mobile networks. This paper describes existing technologies in use, technology standardization efforts, mobility solutions and provides insights into emerging operational concepts.
II. AVIATION OPERATIONAL NETWORKS

A. The Aircraft Communications Addressing and Reporting System (ACARS)
Commercial aircraft has been using digital data communications for air-to-ground information exchange since the late 1970's.
The ACARS system, developed by Aeronautical Radio Inc. (ARINC), is a datalink network that originally provisioned data services between the aircraft and Airline Operations Centers Systems and later its use expanded to provide data services between the Air Navigation Service Providers and the aircraft. The ACARS architecture has an airborne and ground component. The airborne system consists of a Control Unit (CU) and a Management Unit (MU). The CU is the air crew interface with the ACARS system, consisting of a display screen and printer. The MU provides functions such as message formatting, channel sensing, message format verification and incoming message address verification. The aircraft equipment communicate through the MU. The ground subnetwork is made-up of Remote Ground Radio Stations that are connected to a Datalink Service Processor (DSP). The DSP, connects to the Message Switching System where messages are sent via service provider terrestrial networks.
ACARS is independent of the data link communications technology and can operate with terrestrial or satellite communications technologies. Communication network options include Very High Frequency (VHF) Data Link (VDL) MA and VDL M2 using ACARS over AVLC (AOA) for continental areas, High Frequency radios for oceanic and polar routes and satellite communications for remote areas and global service provision. ACARS throughput characteristics vary depending on the type of radio used, VDL-MA has a maximum data rate of 2.4 Kbps using minimum shift keying and VDL-M2 throughput is 31.5 Kbps using differential 8 phase shift keying.
ACARS is a seven-bit character-oriented protocol system able to send a maximum of 220 characters. Data is transmitted as ASCII characters with message fields separated by "line feed" characters [1] . ACARS data flows through a centralized packet switching network and it does not depend on the familiar Internet Protocol routing schemes. Downlink messages originating at the aircraft have an airline identifier or the aircraft registration that enables central processor to keep track of who originated the message and the location of the aircraft that originated the message. Uplink messages originate at the end user and are sent to the central node where they are forwarded to the appropriate transmitter ground station using the respective aircraft identifier. The ACARS system has been delivering digital communications services to commercial aviation for many years, but advances in digital communications, computer networks and information technology has made other systems more attractive.
B. Aeronautical Telecommunications Network (ATN)/ Open Systems Interconnection (OSI)
The ATN/OSI technology is an improvement over ACARS and is designed to address the limitations with the present technology. It employs modern network and communications concepts and capabilities to increase performance in different levels. In the early 1980s, the international civil aviation community express a concern about the limitations of existing systems and identified the need to make improvements to address the increasing air traffic density forecasted for the future. In 1993, ICAO established the Special Committee on Future Air Navigation Systems (FANS) to study, identify and assess new concepts and technologies in the field of air navigation. A major outcome produced by the FANS Committee was the global communications, navigation, and surveillance/air traffic management (CNS/ATM) systems concept.
The committee identified the use of data communications and of satellite-based systems as being two major areas for improvement to the existing systems.
The ATN is designed to integrate data communications networks and services used worldwide by the aviation industry. It consists of application entities and communication services that enable ground, air-to-ground, and avionics data subnetworks to interoperate. This is achieved by standardizing common interfaces, services, and protocols. ATN has been specified to provide data communications for Air Traffic Services Communication, Aeronautical Operational Control, Aeronautical Administrative Communication and Aeronautical Passenger Communication. ATN/OSI is based on the OSI reference model, which was developed by the International Standards Organization in the early 1990's. In contrast to the ACARS system, OSI is a layered protocol design and utilizes packet switching concepts to transport information. The purpose of this model is to provide a framework for developing communication protocol and standards that would enable internetworking of equipment from different vendors.
The OSI model divides the communications functions into seven layers. Each layer performs a related subset of functions required to communicate with another system. It depends on the lower layer to perform more primitive functions. In September of 2016, the RTCA Special Committee 223 was authorized to start work on the development of standards to support future mobile and fixed data communication applications and services for air/ground and ground/ground communications services. The development effort was to use mature and proven existing IETF RCF standards to addresses both airborne and ground segments. The standards are intended to provide the necessary requirements and guidance material required for manufactures to support the US airspace modernization needs and to help achieve system interoperability.
The EUROCAE WG-108 and RTCA SC-223 are collaborating on the development of Minimum Aviation System Performance Standards (MASPS). The SC-223 group is developing an IPS technology profile that will be used to provide useful guidance to the technology designers, manufacturers, installers and users of the ground network infrastructures using IPv6 communications. The IPS MASPS, derived from relevant IETF RFCs, will be used by regulators to base Technical Standard Orders for enabling communication avionics equipment and for airworthiness certification.
The committee is evaluating and characterizing the data communications network environment, developing relevant use cases and analyzing ground and airborne architecture systems and capabilities to develop a technical profile that meets existing and future aviation needs. Examples of these include information exchanges to support Collaborative Decision Making (CDM); Surveillance Broadcast System (SBS) applications, System Wide Information Management (SWIM) data exchanges, and its extension to aircraft ("Aircraft Access to SWIM") and Unmanned Aircraft Vehicles (UAS). It is anticipated that MASPS documents development will be finalized on December 2019.
IV. PROPOSED MOBILITY SOLUTIONS
The ICAO WG-I has developed evaluation criteria and is in the process of evaluating Location/Identifier Separation Protocol, Asymmetric Extended Route Optimization and Mobile IPv6 with Extensions mobility candidate solutions. 
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The ATN/IPS will use IPv6 and it is assumed that it will be a global, private internetwork in which each aircraft will be assigned a Mobile Prefix Network. The following is a highlevel introduction of the three mobility candidates.
A. Location/Identifier Separation Protocol (LISP)
The Locator Identity Separation Protocol (LISP) is a new routing architecture that creates a new paradigm by splitting the device identity and its location into two different numbering spaces. This capability brings renewed scale and flexibility to the network in a single protocol, enabling the areas of mobility, scalability and security.
LISP has the capability to provide a transparent multihoming solution for the end systems which allows load sharing between the different radio technologies dependent on the available QoS. It also solves the network mobility problem of the aircraft network.
LISP based mobility solutions can be derived as follows:
• Aircraft based LISP Mobility
• Ground based LISP Mobility
The Aircraft based LISP mobility solution provides a transparent multi-homing solution for the end systems allowing load sharing between the different radio technologies dependent on the available QoS. The different radio accesses networks work independently and have limited or in most cases no interaction amongst themselves.
The Ground based LISP mobility solution provides also a transparent multi-homing solution for the end systems allowing load sharing between the different radio technologies dependent on the available QoS. In contrast to the Aircraft based LISP solution, this approach moves the LISP capable router from the aircraft to the routers in the access networks. With the movement of the LISP router, all LISP messages are sent only on ground and therefore none of the LISP messages will be forwarded over an access network, minimizing the overhead traffic on the A/G datalinks. In addition the LISP functionality is totally independent from any delays or other characteristics of the different access networks.
All functionality of the Ground based LISP mobility solution is on the standards track at the IETF [3] . The solution has a number of key attributes for ATN/IPS as: 
B. Asymmetric Extended Route Optimization (AERO)
AERO is a proposed aviation mobility solution based on IETF standards and internet-drafts that is being developed by Boeing Research and Technology. Its development started in 2008 and continues evolving to meet the needs of aviation. It was first published in the Internet Engineering Task Force (IETF) Request For Comment (RFC) document 6706 and a second edition is currently an internet draft.
AERO is able to tunnel any internet protocol version over any IP network and provides mobile routing and addressing for IP internetworks. It offers an encapsulation virtual overlay composed of servers and relays that support IPv6. AERO global mobility enables clients to move across the earth and remain attached to the overlay network. Each AERO client is assigned a unique ICAO provided IPv6 Mobile Network Prefix that is unchanged across mobility events. The AERO protocol supports simultaneous operations of multiple data links e.g. AeroMACS, SatCom, etc., and is able to dynamically adapt to data link changes. It is able to connect a client to more than one network and thus enable multihoming functions. AERO is compatible with application-layer and link-layer security and supports Virtual Private Network (VPN) level security for data link paths across the internet.
AERO supports IPv6 Neighbor Discovery (ND) protocol and links IPv6 ND to IP forwarding. It supports dynamic link selection, mobility management, quality of service (QoS) signaling and route optimization through dynamic neighbor cache updates and prefix delegation is supported by the Dynamic Host Configuration Protocol for IPv6 [4] .
The AERO networking service is an overlay network composed of three main elements: Clients, Servers, and Relays. The AERO client (e.g. aircraft, AT controllers), connects to the subnetwork via one or more available data links e.g., SATCOM, VDL-M2, etc., and establishes a mobile, multilink (if available) VPN connection. The Client uses a permanently assigned ICAO IPv6 Mobile Network Prefix. The AERO Server, located on the overlay perimeter security border gateway, discovers clients and provides them with VPN services. When the Client changes data link addresses and/or quality of service (QoS) parameters, it updates the Server's cached addressing and QoS information without disrupting the VPN. AERO Servers connect to Relays. The relays are located on the inside of the overlay and are responsible for providing forwarding services and maintain a global routing system view of all Client-to-Server associations. The AERO system is scalable and can be adjusted by changing the number of server/client to meet an increase in number of clients. The Relays discover client/server associations and are able to maintain their global routing information either by using the Border Gateway Protocol (BGP) or through the Locator/Identifier Separation Protocol Delegated Database Tree database.
C. Mobile IPv6 with Extensions
ICAO Document 9896, Version 2 defines the data communications protocols and services to be used for implementing the ICAO ATN/IPS. The Mobile IPv6 uses Generic Registry-Registrar Protocol Requirements, RFC 3375 and employs optional extensions. However, this version does not support multilink operations. This new "Mobile IPv6 with Extensions" proposal provides multilink operations by supplementing DOC 9896, Version 2 with additional extensions. Specifically, the extensions provide support for Care-of Address (CoA) bindings and for different traffic flows over multiple CoA bindings.
The fundamental approach to Mobile IP is packet forwarding. An aircraft or Mobile Node (MN) has a permanent home address (HoA) and a dynamic CoA that changes as the mobile node changes its point of attachment. A Correspondent Node (CN), which can be any peer node an aircraft communicates with, sends packets to the home agent (HA) of the mobile node. The Aircraft reaches the Home Agent (HA) through normal IP routing. Upon receipt of a packet from the CN (e.g. AT Control), the HA forwards these packets to the MN at its current CoA. The HA tunnels the original packet in another packet with its own source address and a destination address of the current CoA. From an operational perspective, future Flight centric operational concepts ask for a digital point-to-point voice communication services. It is also believed that VHF voice remains necessary for tactical interventions in nonroutine/emergency situations in continental airspace. Further evolution would be able to serve a future integrated Voice and Data Communications Operational Concept, currently on the drawing board.
As unmanned aircraft are evolving very fast, there will be an increasing demand for RPAS to operate in non-segregated airspace and at aerodromes.
It is expected that, in order to fully integrate unmanned aircraft into non-segregated airspace in a safe, secure and efficient mode, RPAS must be recognized and must operate in the same manner as other aircraft.
Consequently, the current focus of the ICAO RPAS Panel's work is on standards related to airworthiness, operations, operator certification, licensing of remote pilots, air traffic management, command and control link (C2 Link), detect and avoid and security. The C2 Link is one of the essential technical components of the RPAS. C2 Link provisions are expected to be supported by the evolution of the ATN/IPS environment.
In addition to RPAS, new types of vehicles are seeking to operate in the airspace for commercial, recreation, safety and other activities. Small Unmanned Aircraft Systems (sUAS) vehicles are proliferating and regulation has been developed to enable safe operations. The National Aeronautics and Space Administration (NASA) and the Federal Aviation Administration have been developing and testing sUAS Unmanned Traffic Management (UTM) concepts to enable safe, efficient and organized use of airspace for altitudes between 0 and 400 feet [6] .
Urban Air Mobility (UAM) is a NASA project that will investigate and develop technologies for airspace and vertiport management with the intent to enable urban missions [7] . New types of vehicle designed to transport people, with battery power, able to execute vertical take-off and landing (VTOL), with ranges of about 100 nautical miles and envisioned to operate in urban areas is under development by different companies in the US and other parts of the world. Progress is being made toward defining what future UAM operations may look like [8] .
It is anticipated that some vehicles operating in UAM airspace will require access to controlled airspace (e.g. Class B/C/D) and some vehicles operating in UTM environment may require access to UAM airspace. The implementation of ATN/IPS is a promising upgrade that has the potential to enable vehicles to transition between airspace domain and enable airspace integration concepts.
VI. CONCLUSION
There is a need to enable seamless dissemination of information over diverse sub-networks. Ground-ground data exchange uses IP network technology to enable SWIM information distribution, weather dissemination, decision collaboration and many other services. ATN/IPS mobility will enable multi-link, multi-homing, multi-service, end-to-end interconnectivity and support the integration of new vehicle types navigating existing and emerging airspace configurations. This paper described the efforts in place to identify and standardize a network mobility solution for global aviation. It brings together a description of existing information exchange technologies, international standardization efforts, candidate mobility technologies and how the solution can support existing commercial aviation and emerging vehicles. Global aviation will eventually transition to a native IPS system. ATN/IPS will meet the challenging needs of different airspace users, vehicle types and enable continued advances well into the future. Enabling the aircraft to reliably exchange data while maintaining persistent end-to-end connectivity is a critical element in global aviation advancement.
